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 Cloud computing plays a crucial role in handling massive computations, providing 

a very simple computational model for users that meets their requests and needs at 

minimal cost. One of the major challenges in using cloud computing infrastructure 

is data security and preventing various possible intrusions. Intrusion detection 

systems (IDS) are one of the main components of cloud computing environment 

monitoring systems. This paper presents a hybrid learning system for use in 

intrusion detection systems in virtualization within cloud computing. After data 

collection and preparation, a Radial Basis Function Neural Network (RBFNN) 

trained with the Grasshopper Optimization Algorithm (GOA) is used as the 

proposed method for intrusion detection in cloud computing virtualization. GOA is 

employed to determine the centers, spread parameters, and weights of neurons in 

the RBFNN. The results are compared with the k-Nearest Neighbor (k-NN) 

classifier based on various error types and standard performance criteria. 

Simulation results indicate a 96.3% accuracy for the proposed method and show 

superior performance. 
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1. INTRODUCTION   

The rapid increase in users and their need for internet services led to a situation where companies providing such 

services faced challenges like an inability to quickly respond to users and increased costs. As a result, many 

companies invested heavily in research to find effective and cost-efficient ways to serve a large number of users, 

leading to the emergence of a novel and efficient technology known as cloud computing [1]. Based on studies 

conducted in 2008, security has been identified as the most significant challenge in cloud computing. Cloud 

providers use virtualization technologies to enhance processing resources, making virtualization the most important 

infrastructure of cloud computing. Therefore, the security of cloud computing is of high importance [2]. Cloud 

computing, due to its advanced technology and accessibility, has garnered much attention. With the widespread use 

of cloud computing and the importance of software-as-a-service (SaaS) for daily information transfer, cloud security 

has become critical. Enhancing security in each cloud computing model is of paramount importance. Thus, intrusion 
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detection in cloud computing has become one of the most challenging security needs in recent years. Intrusion 

detection systems (IDS) help enhance security by detecting or preventing attacks in cloud computing and play an 

essential role in ensuring security. Therefore, IDS must be developed to analyze large volumes of data within an 

acceptable time frame to take appropriate action against attacks. Identifying attacks and threats is the first step in 

establishing security, followed by devising methods to address and prevent attacks [3]. The goal of this research is 

to detect intrusions in virtualization within cloud computing. The structure of this paper is as follows: Section 2 

reviews related research; Section 3 discusses the algorithms used in this study; Section 4 describes the proposed 

model and its steps; Section 5 evaluates the results of using different algorithms to solve the problem, and the final 

section presents the conclusion. 

2. LITERATURE REVIEW 

In 2014, Nikolai et al. proposed a cloud intrusion detection system based on the hypervisor. Shared resources are 

a critical component of cloud computing. Virtualization provides several advantages for enhancing resource 

efficiency on a demand basis. However, these cloud features also raise security concerns. The paper presents an 

architecture for using virtualization technology at the core of cloud computing to detect intrusions using hypervisor 

metrics. By utilizing performance metrics collected by virtual machines from hypervisors, such as sent/received 

packets, read/write requests, and CPU usage, suspicious activities can be identified without detailed knowledge of 

the operating system profile running within the virtual machine. The proposed method for the cloud IDS does not 

require additional software installation on virtual machines and offers several advantages over network-based and 

host-based IDS, potentially complementing traditional IDS methods [4]. 

In 2015, Iqbal et al. addressed classification, intrusion detection, and prevention as a service in cloud attacks. The 

major part of cloud computing is primarily delivered through SaaS, PaaS, and IaaS. However, these service delivery 

models are vulnerable to a wide range of security attacks. Classifications provide a useful tool for system designers 

by offering a systematic method for understanding, identifying, and mitigating security services. This study collects 

and classifies cloud attacks and vulnerabilities based on cloud models. The paper presents a classification of cloud 

security operations and mitigation strategies aimed at providing a deep understanding of security needs in a cloud 

environment. This research highlights the importance of intrusion detection and prevention as a service [5]. 

In 2016, Kumar et al. developed an anomaly detection system in the cloud using a fuzzy-neural system. Despite 

ongoing advancements, cloud computing systems are still vulnerable to malicious activities. This necessitates the 

creation of an anomaly detection component to discover anomalies in the cloud environment. The paper proposes 

an anomaly detection system at the hypervisor layer within the cloud environment. Deploying fuzzy systems in IDS 

enhances the ability to detect unknown and uncertain anomalies in the cloud environment. One successful data-

driven approach is integrating fuzzy systems with neural network adaptability and learning skills, known as the 

Adaptive Neuro-Fuzzy Inference System (ANFIS). The designed and developed detection system with ANFIS uses 

a hybrid algorithm combining backpropagation and gradient descent with the least-squares method. The study 

utilizes the KDD dataset, demonstrating that the ANFIS-based detection method performs anomaly detection in the 

cloud environment with minimal error and high accuracy [6]. 

In 2017, Moody et al. conducted a comprehensive review of virtualization layer security challenges and intrusion 

detection/prevention systems in cloud computing. Virtualization plays a significant role in constructing cloud 

computing. However, various vulnerabilities exist in current virtualization implementations, leading to diverse 

security challenges at the virtualization layer. This paper examines various vulnerabilities and attacks in the 

virtualization layer of cloud computing. The study reviews cloud IDS, intrusion detection systems, and preventive 

system frameworks. It examines the requirements for cloud IDS and the scope of research for enhancing security at 

the virtualization layer of cloud computing [7]. 

In 2018, Hatef et al. proposed a hybrid intrusion detection method in cloud computing. The rapid growth of 

distributed computing systems, which are highly interconnected and interact with each other, has increased the 

importance of countering cyber intruders, attackers, and saboteurs. Given the global deployment of cloud computing 

and its distributed and decentralized nature, special security measures are necessary to protect this paradigm. IDS 

can enhance security in cloud computing systems by monitoring, verifying, and controlling configurations, system 
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logs, network traffic, user activities, and even the actions of various processes. The position of intrusion detection 

mechanisms in cloud computing systems and the algorithms applied in those mechanisms are two main focuses of 

many studies. The aim is to detect as many attacks as possible while increasing detection speed and accuracy and 

reducing false alarms. However, these solutions typically have high computational loads, low accuracy, and high 

implementation costs. This paper presents a comprehensive and accurate solution for identifying and preventing 

intrusions in cloud computing systems using a hybrid method named HIDCC. Results show that intrusion coverage, 

detection accuracy, reliability, and availability in cloud computing systems significantly increase, while false alarms 

considerably decrease [8]. 

In 2019, Haji Mirzaei et al. investigated intrusion detection in cloud computing using the Bee Colony 

Optimization (BCO) algorithm-based neural network. This study presents a novel intrusion detection system based 

on a combination of multilayer perceptron (MLP) and artificial bee colony (ABC) algorithm and fuzzy clustering. 

Normal and abnormal network traffic packets are identified by the MLP, while the MLP is trained by the ABC 

algorithm through optimizing connection weight values. The CloudSim simulator and NSL-KDD dataset are used 

to validate the proposed method. Mean absolute error and root mean square error are considered as evaluation 

criteria. The obtained results indicate the superiority of the proposed method compared to modern methods [9]. 

In 2020, Sethi et al. proposed a deep reinforcement learning-based intrusion detection system in cloud 

infrastructure. Intrusion detection in cloud infrastructure is a challenging issue due to the extensive use and 

distributed nature, which are fixed targets for new and unknown attacks. IDS monitors and detects malicious 

activities in any computing system or network. However, most traditional computer IDS are vulnerable to new 

attacks. Additionally, they fail to maintain a balance between high accuracy and a low false positive rate (FPR). This 

paper presents a deep reinforcement learning-based architecture that addresses the aforementioned limitations and 

accurately detects and classifies new and complex attacks. Extensive experiments using the UNSW-NB15 

benchmark dataset show that the proposed system demonstrates better accuracy and a lower FPR compared to 

advanced IDS [10]. 

3. RESEARCH ALGORITHMS 

This section discusses the Radial Basis Function Neural Network (RBFNN), k-Nearest Neighbor (k-NN) 

classifier, Grasshopper Optimization Algorithm (GOA), and Principal Component Analysis (PCA). 

3.1. Radial Basis Function Neural Network (RBFNN) 

Neural networks have emerged as a practical technology that has been successfully applied in various fields. The 

main advantages of neural networks are their self-adaptive, self-organizing, and real-time operation capabilities. 

Radial Basis Function Neural Networks (RBFNNs) are widely used for non-parametric estimation of multi-

dimensional functions from a limited set of training data. RBFNNs are particularly appealing due to their rapid and 

comprehensive training, drawing significant attention. RBFNNs can approximate any continuous function with any 

degree of accuracy. Notably, these networks possess this capability with only one hidden layer. RBFNNs are inspired 

by statistical pattern classification techniques and have revitalized themselves as a type of neural network, primarily 

benefiting the classification of patterns in non-linear spaces [11]. 

In an RBFNN, the input layer serves solely as an input layer without any processing. The second layer, or hidden 

layer, establishes a non-linear mapping between the input space and a typically higher-dimensional space, playing a 

crucial role in transforming non-linear patterns into linearly separable patterns. Finally, the third layer produces a 

weighted sum along with a linear output. If this neural network is used for function approximation, such an output 

will be useful, but if pattern classification is needed, a hard limiter or a sigmoid function can be applied to the output 

neurons to produce output values of 0 or 1. 

As described, the unique characteristic of this network lies in the processing performed in the hidden layer. The 

function of the hidden layer is defined by the relationship: 
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(1 ) f(x) =  ∑ wiφ(Xci − x)

p

i=1

 

 

where p is the number of radial functions, wi is the weight of the ith neuron, Xci is the centroid of the i-th neuron, 

x is the input vector, and φ is the radial function. This relationship indicates that to approximate the function f, p 

radial functions with centroids Xci are used. The notation ||.|| represents the distance function in the space Rn, usually 

chosen as the Euclidean distance. 

Since the curve of the radial basis functions is radially symmetric, the neurons in the hidden layer are known as 

radial function neurons. The well-known function in radial networks is the Gaussian or exponential function, defined 

as: 

(2 ) 
ϕ(r) = e

−
r2

2σ2             c > 0       r ∈ R 
 

where r=||x-xc|| is the width factor of the kernel. The reason for choosing the Gaussian exponential function as 

the response function of neurons in neural networks is that the exponential function is part of a group of functions 

with the best properties in approximation [12]. 

3.2. k-Nearest Neighbour Classifier 

When attempting to solve new problems, people often refer to the solutions of similar problems that have been 

previously solved. The k-Nearest Neighbor (k-NN) is a classification technique that uses a version of this method. 

In this approach, the decision of which class a new sample belongs to is made by examining a number (k) of the 

most similar samples or neighbors. Among these k samples, the number of samples for each class is counted, and 

the new sample is assigned to the class to which most of the neighbors belong. Figure 1 shows the neighborhood 

range of sample N, where most neighbors are in class X. 

 
 Fig.1. Neighborhood range of sample N 

 
The first task in using k-NN is to find a measure of similarity or distance between the attributes in the data and 

calculate it. While this is straightforward for numerical data, categorical variables require special handling. Once the 

distance between different samples is calculated, the set of previously classified samples can be used as a basis for 

classifying new samples. The distance between two samples Xi=(xi1,xi2,…,xin) and Xj=( xj1,xj2,…,xjn)   is calculated 

using the Euclidean distance as shown in the following equation [13]: 

 

(3)  

3.3. Grasshopper Optimization Algorithm (GOA) 

Grasshoppers are one of the largest groups among all organisms. The unique aspect of grasshopper groups is that 

their group-living behavior can be found in both adult and juvenile grasshoppers. Nature-inspired algorithms divide 

the search process into two phases: exploration and exploitation. During exploration, search agents are encouraged 
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to move abruptly, while during exploitation, they tend to move locally. These two functions, as well as target 

searching, are performed instinctively by grasshoppers. The mathematical model to simulate the group behavior of 

grasshoppers is shown by the following equation: 

(4 ) i+Ai+Gi=SiX 

 
Where Xi defines the position of the i-th grasshopper, Si denotes social interactions, Gi represents the gravitational 

force acting on the i-th grasshopper, and Ai signifies the horizontal wind force. Note that to illustrate stochastic 

behavior, this relationship can be rewritten as Xi=r1Si+r2Gi+r3Ai, where r1, r2 and r3 are random numbers in the range 

(0,1). The distance between grasshoppers i and j is computed as dij=|Xj-Xi|, where S is a function defining the strength 

of social forces, shown in Equation (5), and 𝑑𝑖𝑗 =
𝑋𝑗−𝑋𝑖

𝑑𝑖𝑗
  is a unit vector from grasshopper i to grasshopper j. The 

function S, which defines the social forces, is defined in Equation (5). 

(5 ) 𝑠(𝑟) = 𝑓𝑒
−𝑟

𝑖 − 𝑒−𝑟  

where f denotes the intensity of attraction and l represents the gravitational length scale. The component G 

in Equation (1) is computed as in Equation (6). 

 
(6 ) Gi=-geg 

 
where g is the gravitational constant, and eg is a unit vector directed towards the center of the Earth. The 

component A in Equation (4) is computed as in Equation (7). 

 
(7 ) Ai=-uew 

 
where u is a drift constant and ew is a unit vector in the direction of the wind. Juvenile grasshoppers lack wings; 

hence, their movement is strongly influenced by wind direction. By substituting S, G , and  A into Equation (4), the 

relationship can be expanded as in Equation (8). 

 
(8 ) 

 

where ubd is the upper bound in the d-th dimension, lbd is the lower bound in the d-th dimension, Td is the value 

of the d-th dimension in the target (the best solution found so far), and c is a reduction coefficient to shrink the 

comfort zone, repulsion zone, and attraction zone. To balance exploration and exploitation, parameter c should 

decrease proportionally with the number of iterations. This mechanism increases the number of interactions in 

exploitation. The coefficient c reduces the comfort zone proportionally to the number of interactions and is calculated 

as in Equation (9). 

(9 ) 
 

𝑐 = 𝑐𝑚𝑎𝑥

𝑐𝑚𝑎𝑥 − 𝑐𝑚𝑖𝑛

𝐿
 

 
where cmax is the maximum value, cmin is the minimum value, l represents the current iteration, and L is the 

maximum number of iterations [14]. 

 
3.4. Principal Component Analysis (PCA) Algorithm 
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Principal Component Analysis (PCA) is a type of statistical analysis that selects a smaller number of factors, 

known as principal components, from the initial set of variables. Consider an n-tuple of vectors, each having p 

elements. Each of these vectors can be represented as a point in a p-dimensional space. The PCA algorithm identifies 

orthogonal axes that best represent these n points. The number of these axes is less than or equal to the number of 

original variables. Initially, the PCA algorithm determines the closest axis to the data cloud. This criterion can also 

be expressed in a mathematically equivalent form. In other words, the variance of these projections is maximized. 

The second axis is determined similarly, with the condition that it is orthogonal to the first axis. Together, these two 

axes form a plane that best fits the data. This process continues to find all orthogonal axes (principal components). 

In the new space, there is no correlation between the variables. The first new variable contains the highest variance 

of the data, and the second variable contains the second highest variance not explained by the first variable and is 

orthogonal to it [15]. 

4. PROPOSED METHOD 

The aim of this section is to present the research method and the process of training a Radial Basis Function 

(RBF) neural network using the Grasshopper Optimization Algorithm (GOA) as the proposed model. The research 

steps are depicted in Figure 2. 

 
Fig.2. Intrusion Detection System in Cloud Computing Virtualization 

 
4.1. Data Collection 

In this research, data has been collected from the NSL-KDD database, comprising 1000 data samples with 17 

features. 80% of the data is used for model training and 20% for model testing. 

 
4.2. Data Cleaning 

Data cleaning is performed when there are attributes in the database with missing values. In this research, the 

central statistic of the mean is used for data cleaning for samples with missing data [16]. 

 
4.3. Data Normalization 
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Due to the non-uniform range of feature variations and the different units of variables, larger values have a greater 

impact on the functions used, which does not necessarily mean they are more important. To address this issue, data 

normalization is performed. In this study, data is normalized to the range [-1, 1] using linear normalization: 

(10 ) 𝑋 = 2 ×
𝑥 − min (𝑥)

max(𝑥) − min (𝑥)
− 1 

where min(x) is the minimum of the input vector x and max(x) is the maximum of the input vector x, and X is the 

normalized value [17]. 

 
4.4. Feature Selection 

PCA is one of the methods for dimensionality reduction and feature selection. One of the significant applications 

of PCA is in classification. The PCA algorithm maps data from the input space to a new space where there is no 

dependency between features, and features are ordered from the highest to the lowest variance. Features with low 

variance are eliminated, and features with high variance are selected. In this research, using the PCA algorithm, 8 

features with high variance out of the 17 existing features in the database are selected for more accurate classification. 

4.5. Proposed Method Steps 

Hybrid models, as their name suggests, combine computational intelligence techniques to leverage each other's 

capabilities to solve problems and improve solutions. In such systems, different approaches are either combined or 

used alongside each other. Typically, using one system within another helps cover each other's weaknesses, enhance 

their strengths, or both. Examples of such systems include neuro-evolutionary systems. The significant strength of 

neural systems in estimation is combined with the high-speed calculation of optimal parameters by evolutionary 

algorithms. The following describes the process of training an RBF neural network with the Grasshopper 

Optimization Algorithm (GOA). In an RBF neural network, the centers of neurons in the hidden layer, the values of 

the spread parameters, and the weights are unknowns determined during the training process. Assuming the RBF 

neural network includes two inputs and three neurons in the hidden layer, the general form of a grasshopper's position 

in the GOA is shown in Figure 3. 

 

Fig.3. Radial Basis Function Neural Network 

The Grasshopper Optimization Algorithm consists of two main phases: the initial preparation phase and the 

iteration phase, detailed below for training the RBF neural network. 
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4.6. Initial Preparation Phase 

In this phase, a population of grasshoppers is created, each consisting of decision variables (position) and an 

objective function. The decision variables for each grasshopper include the centers, spread values, and weights of 

the RBF neural network, with the mean square error for the training data considered as the objective function. Figure 

4 shows the position of a grasshopper representing the centers, spread values, and weights of the RBF neural network. 

In this phase, all grasshoppers' positions are initialized randomly, and the mean square error of the neural network 

is calculated for each population member. 

4.7. Iteration Phase 

In this phase, the following operations are repeated until the termination conditions are met: 

1. Social Interaction Operator: In this step, the position of grasshopper i is determined based on the positions of 

other grasshoppers and the best grasshopper's position using the social interaction operator. Figure 4 shows the 

position of grasshopper i before and after social interaction. Based on the new position of the grasshopper, new 

values for the centers, spread parameters, and weights are placed in the RBF neural network. The training inputs are 

applied to the neural network, and the mean square error is calculated as the grasshopper's fitness. 

 
 

Fig.4. Social Interaction in the Grasshopper Optimization Algorithm 

2. Updating the Damping Coefficient: In this step, the damping coefficient parameter is updated linearly. 

These operations are repeated until the termination conditions are met. The output of the Grasshopper 

Optimization Algorithm is the best values for the centers, spread parameters, and weights in the RBF neural network, 

with the minimum possible mean square error. 

5. SIMULATION RESULTS 

The aim of this section is to examine the results of using an RBF neural network trained with the Grasshopper 

Optimization Algorithm (GOA) and the k-nearest neighbors (k-NN) classifier in detecting intrusions in cloud 

computing virtualization. 

5.1. RBF Neural Network Results 
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This section discusses the results of the intrusion detection system in cloud computing virtualization using an 

RBF neural network trained by the GOA for training, testing, and all data. In the GOA, the population size is set to 

50, and the maximum number of algorithm iterations is 500. Table 1 presents the results of using an RBF neural 

network trained by the GOA in the intrusion detection system in cloud computing virtualization based on various 

error types and for training, testing, and all data. The mean square error for the training data is 0.15, for the testing 

data is 0.14, and for all data is 0.148. 

Table 1. Results of RBF Trained with GOA in Intrusion Detection in Cloud Computing Virtualization 

SSE MAE RMSE MSE Data 

120 0.075 0.387 0.15 Train Data 
28 0.07 0.374 0.14 Test Data 

148 0.074 0.385 0.148 All Data 

 
Table 2 shows the standard performance metrics in the intrusion detection system in cloud computing 

virtualization using an RBF neural network trained with the GOA for training, testing, and all data. The accuracy 

for training data is 96.3%, for testing data is 96.5%, and for all data is 96.3%. 

Table 2. Standard Performance Metrics in RBF Trained with GOA in Intrusion Detection in Cloud Computing Virtualization 

P NPV PPV Sp Sn Data 

96.3 93.1 99.5 99.5 93.3 Train Data 

96.5 93.6 99.1 98.9 94.6 Test Data 
96.3 93.2 99.4 99.4 93.6 All Data 

 
Figure 5 shows the error histogram for training and testing data in the RBF neural network trained with the GOA. 

The x-axis represents the error, and the y-axis represents the frequency of errors. The error histogram for training 

data is displayed in blue, and for testing data in green. Most training and testing data have zero error. 

 
Fig.5. Error Types in RBF Trained with GOA 

 
Figure 6 shows the ideal outputs with red circles and the outputs of the RBF neural network trained using the 

GOA with blue squares for the training data. The closer the network outputs are to the ideal outputs, the lower the 

detection error. 
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Fig.6. Ideal Outputs and Outputs of RBF Neural Network Trained with GOA for Training Data 

 
Figure 7 shows the ideal outputs with red circles and the outputs of the RBF neural network trained using the 

GOA with blue squares for the testing data. The closer the network outputs are to the ideal outputs, the lower the 

detection error. 

 

Fig.7.  Ideal Outputs and Outputs of RBF Neural Network Trained with GOA for Testing Data 

 
Figure 8 illustrates the ideal outputs marked with red circles and the outputs of the Radial Basis Function (RBF) 

neural network trained using the Grasshopper Optimization Algorithm (GOA) marked with blue squares for the 

entire dataset. The closer the outputs of the neural network are to the ideal outputs, the lower the error in detection. 
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Fig.8. Graph of Target and Model Outputs for the Entire Data Set in RBF Trained with the Grasshopper Optimization 

Algorithm 

 
5.2. Results of Using k-Nearest Neighbors (k-NN) 

In the application of k-Nearest Neighbors (k-NN), the value of k is considered to be 3 to perform intrusion 

detection in cloud computing virtualization. Table 3presents the results of using k-NN for intrusion detection in 

cloud computing virtualization in terms of various error types and for training data, test data, and the entire dataset. 

The mean squared error (MSE) for the training data is 0.315, for the test data is 0.38, and for the entire dataset is 

0.328. 

Table 3. Results of Using k-Nearest Neighbors for Intrusion Detection in Cloud Computing Virtualization 

SSE MAE RMSE MSE Data 

252 0.158 0.561 0.315 Train Data 
76 0.19 0.616 0.38 Test Data 

328 0.164 0.573 0.328 All Data 

 
Table 4 shows the standard performance metrics in the intrusion detection system in cloud computing 

virtualization using k-Nearest Neighbors for the training data, test data, and the entire dataset. 

 
Table 4. Standard Performance Metrics in k-Nearest Neighbors for Intrusion Detection in Cloud Computing Virtualization 

P NPV PPV Sp Sn Data 

92.1 84.3 100 100 86.4 Train Data 

90.5 80.8 100 100 84.2 Test Data 

91.8 83.6 100 100 85.9 All Data 

 
Figure 9 depicts the error graph for the training data, test data, and the entire dataset in k-Nearest Neighbors. The 

horizontal axis represents the error value, and the vertical axis represents the error frequency. The histogram of the 

training data errors is shown in green, and the histogram of the test data errors is also shown in green. Most of the 

training and test data errors are zero. 
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Fig.9. Types of Errors in k-Nearest Neighbors for Intrusion Detection in Cloud Computing Virtualization 

 
Figure 10 shows the ideal outputs marked with red circles and the outputs of the k-Nearest Neighbors classifier 

marked with blue squares for the training data. The closer the outputs of the k-Nearest Neighbors classifier are to 

the ideal outputs, the lower the detection error. Class 1 is considered as an attack, and Class -1 is considered as a 

non-attack class. 

 
Fig.10. Graph of Target and k-Nearest Neighbors Outputs for Training Data in Intrusion Detection in Cloud Computing 

Virtualization 

 
Figure 11 illustrates the ideal outputs marked with red circles and the outputs of the k-Nearest Neighbors classifier 

marked with blue squares for the test data. The closer the outputs of the k-Nearest Neighbors classifier are to the 

ideal outputs, the lower the detection error. 
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Fig.11. Graph of Target and k-Nearest Neighbors Outputs for Test Data in Intrusion Detection in Cloud Computing 

Virtualization 

 
Figure 12 shows the ideal outputs marked with red circles and the outputs of the Bayesian classifier marked with 

blue squares for the entire dataset. The closer the outputs of the k-Nearest Neighbors classifier are to the ideal 

outputs, the lower the detection error. 

 
Fig.12. Ideal and k-Nearest Neighbors Outputs for Test Data in Intrusion Detection in Cloud Computing Virtualization 

6. CONCLUSION 

The focus of this paper is on intrusion detection in cloud computing virtualization. Therefore, in this study, we 

first collected data from the intrusion detection system in cloud computing virtualization, cleaned the data using 

central statistics like the mean, normalized the data linearly, and selected features using Principal Component 

Analysis (PCA), reducing the features from 17 to 8. Then, the RBF neural network was trained using the Grasshopper 

Optimization Algorithm, and the results were compared with the k-Nearest Neighbors classifier based on various 

error types and standard performance metrics. The results indicate that the RBF neural network trained with the 

Grasshopper Optimization Algorithm performed better with a mean squared error of 0.148 and an accuracy of 96.3%. 
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