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existing gaps in knowledge, while also suggesting potential future research
directions. In this paper, to enhance data security in speech transmission, a
combination of steganography and cryptography is utilized. In the encryption
phase, the Discrete Cosine Transform (DCT) is applied to frames of the speech
signal. This phase involves scrambling time-domain samples, transform
coefficients, and time-domain samples obtained from the inverse transform of the
signal using a chaotic function that generates random numbers. In the
steganography phase, the encrypted data replaces the low-value coefficients of the
Discrete Wavelet Transform (DWT) of the host speech signal. To evaluate the
proposed hybrid method, both qualitative and quantitative metrics were used. The
results indicate a high level of various metric measures for the method.

INTRODUCTION

The concealment of speech signals within other speech signals is a critical area of research in secure

communications, particularly in contexts where privacy and data integrity are paramount. This literature review
synthesizes current research findings on the integration of cryptography and steganography for enhancing the
security of concealed speech signals. The review is structured to highlight the advancements in cryptographic
techniques, the application of steganographic methods, and the implications of these findings for future research
directions.

1.1. Cryptographic Foundations

Recent advancements in cryptography, particularly in the context of quantum computing, have significant
implications for the security of speech signals. For instance, the exploration of post-quantum cryptography by the
National Institute of Standards and Technology (NIST) suggests that new cryptographic algorithms could provide
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robust frameworks for encrypting speech signals. This is crucial as the potential for quantum attacks on traditional
public-key cryptography poses a threat to secure communications [1,2].

The hybrid encryption techniques exemplified in studies on image data can be adapted for speech signal
encryption. For example, integrating elliptic curve cryptography (ECC) with symmetric algorithms like Advanced
Encryption Standard (AES) allows for secure and efficient encryption of speech signals prior to their embedding
within other audio signals [3]. Such hybrid methods enhance the security of concealed information, which is essential
for ensuring that hidden speech signals remain imperceptible to eavesdroppers [4].

1.2. Steganographic Techniques

Steganography, the art of concealing information within other data, has evolved to include sophisticated methods
for hiding information in audio signals. One notable approach is the use of Least Significant Bit (LSB) coding, which
allows for the embedding of secret information in audio files without significantly altering the perceptual quality of
the audio [5]. The incorporation of cryptographic techniques alongside LSB steganography has proven effective in
enhancing the security of concealed messages, making this dual approach a focal point of research in this domain

[6].

Moreover, advancements in deep learning have led to improved methods for analyzing and processing audio
signals. For instance, deep neural networks (DNNs) can be employed for packet loss concealment in digital speech
transmission, which is relevant when ensuring the intelligibility of concealed speech signals [7]. The ability to
reconstruct missing frames enhances the quality of the concealed speech, thereby improving the overall effectiveness
of steganographic techniques.

1.3. Integration of Cryptography and Steganography

The combination of cryptography and steganography presents a promising avenue for secure communication.
Research indicates that integrating these two techniques can form a robust communication framework that addresses
the vulnerabilities of each method when used independently. For instance, the application of filter bank ciphers for
encryption, combined with discrete wavelet transforms for steganography, demonstrates how speech signals can be
effectively concealed while maintaining high security [8].

This dual approach not only secures the speech signals from interception but also enhances the perceptual quality
of the concealed information. The metrics for evaluating the effectiveness of these techniques, such as Peak Signal
to Noise Ratio (PSNR) and entropy, can be applied to assess the quality of the concealed speech signals [9].

1.4. Knowledge Gaps and Future Research Directions

Despite the advancements outlined, there remain significant knowledge gaps in the application of cryptographic
and steganographic techniques specifically tailored for speech signal concealment. One area that warrants further
exploration is the development of lightweight cryptographic algorithms that can be efficiently implemented in
resource-constrained environments, such as Internet of Things (IoT) devices [10].

Other research has also been conducted in this field, a few of which are listed here. In [11], encrypted image
hiding within an audio/speech signal is achieved. The method employed hides the encrypted image within the
transform coefficients of the audio signal. The method's efficiency against various attacks has been evaluated. In
[12], encrypted audio signal hiding within an image is examined, considering various audio signals. In [13], using
DCT and wavelet transform for encryption combined with a chaotic system to generate keys for scrambling time-
domain samples and the transform is proposed. In [14], DCT is used for transformation and a chaotic system for
generating random numbers for encryption. Similarly, in [15], DCT and a chaotic system are used for encryption,
and the method's security and resistance to different attacks are confirmed using various quantitative metrics.

This research proposes a method to enhance the security of speech signal transmission by combining cryptography
and steganography. For speech encryption, DCT and scrambling of time and frequency domain samples, along with
adding random numbers generated by a chaotic system to the signal's transform samples, are used. For
steganography, the encrypted speech signal is embedded within the DWT coefficients of the host speech signal. The
second section of the paper discusses several encryption methods. The third section details the proposed method for
signal encryption, the chaotic function used, the construction of the encrypted signal, and its embedding within the
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host speech signal. The fourth section evaluates the proposed method, and the final section presents conclusions and
recommendations.

2. INTRODUCTION TO VARIOUS SPEECH SIGNAL ENCRYPTION METHODS

Encryption of signals is based on scrambling or permutation of the signal in both frequency and time domains.
Methods used in the frequency domain include frequency inversion algorithms, frequency shifting, permutation of
frequency bands, permutation of discrete Fourier transform (DFT) samples, and the use of spread spectrum
techniques.

In frequency inversion, frequency samples are arranged from end to beginning, resulting in an encrypted signal
in the time domain. In frequency shifting, which can accompany frequency inversion, the frequency spectrum is
shifted. In frequency band permutation, the spectrum is divided into sub-bands that are then rearranged irregularly.
In spread spectrum methods, each sub-band is shifted to a part of the spread spectrum with a different carrier
frequency. Other encryption methods involve performing the encryption in the domain of mathematical transforms.
In these methods, the signal is first transformed, and then the resulting coefficients are scrambled. Finally, the inverse
transform is applied to obtain the encrypted signal in the time domain. Permutation of Fourier or discrete cosine
transform (DCT) samples and scrambling these samples are examples of such frequency domain encryption
methods.

Time domain methods used for encryption include time inversion, domain permutation, and amplitude masking.
Time coefficient inversion involves reversing the time-domain coefficients from end to beginning within each signal
window. Permutation can be achieved by rearranging the coefficients within a signal window. Another approach is
to divide each time window into several sub-sections and permute these sub-sections or the internal elements of the
sub-sections.

To enhance security, combined time and frequency domain methods are used, known as two-dimensional speech
encryption algorithms. Examples include frequency inversion-time domain permutation and frequency band
permutation-time domain permutation algorithms.

Encryption in the domain of transforms is one of the most commonly used encryption methods. These methods,
considered some of the best and most secure for signal scrambling, are applied to the discrete transforms of the
speech signal. Widely used transforms in this method include the discrete cosine transform (DCT) and wavelet
transform (DWT).

3. DESCRIPTION OF THE EMPLOYED ENCRYPTION AND STEGANOGRAPHY METHOD

3.1. Encryption Method

In this encryption method, the speech signal is sampled at a rate of 8§ kHz, and the obtained samples are framed
into 32-millisecond windows. In the next step, for each frame, the samples are first permuted based on random
numbers derived from a logistic chaotic system. The discrete cosine transform (DCT) is then applied to the permuted
samples, and random numbers from the chaotic function are added to the resulting transform coefficients. The
transform coefficients are then permuted based on random numbers from the chaotic system, and the inverse discrete
transform is applied to the scrambled transform coefficients to obtain the signal in the time domain. Subsequently,
the time-domain samples of the frame are scrambled based on the aforementioned random number code. The time-
domain signal obtained from these steps is the encrypted speech signal resulting from the applied encryption method.
Figure 1 illustrates the stages of this speech encryption method. The random number code output of the chaotic
system is periodically altered in a specific order to ensure the scrambling of transform and time-domain samples
does not follow a uniform pattern, significantly increasing encryption complexity. This also enhances the scrambling
of the encrypted signal's spectrum, reducing the likelihood of its detection from the signal spectrum.

3.2. Logistic Chaotic Function
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Chaotic functions are highly sensitive to initial values, and any change in these values or the function parameters
leads to significant changes in the function's behavior and the generated values. The logistic map is a very simple
chaotic function used as a generator for producing random numbers in this paper. This map is described by equation
1. The parameters of this function are x0 and R, where x0 is chosen between zero and one, and R is chosen between

zero and four [16]. The output of this map in each iteration is a random number between zero and one.

Xnt1 = Ry (1_xn) (D
In this paper, x0 is set to 0.66 and R to 3.999.
Sampling Interpolatio Discrete |:> Adding random ::} Interpolatio Inverse
and n of cosine numbers to n of discrete
windowing |:> temporal |:> transformati cosine conversion cosine
samples on transform coefficients transformation
|:> coefficients ::> |:>

Fig.1. Steps of Creating an Encrypted Signal

Discrete Incorporating the
Host signal wavelet encoded speech signal
windowing transformation into the wavelet
of the host transform coefficients of
signal the host signal

Fig.2. Steps of Steganography
3.3. Steganography Method

The steganography steps, as shown in Figure 2, are performed as follows:
1. The host speech signal is framed similarly to the initial speech signal at the transmitter.

2. For each host frame, a discrete wavelet transform (DWT) with a resolution level, which is the secret key
between the sender and receiver, is applied to the discrete samples, and the wavelet coefficients are calculated.

3. The encrypted speech signal data string is embedded within the low-value wavelet coefficients of the host
signal.

4. An inverse discrete wavelet transform is performed to obtain the final signal.

At the receiver, to reconstruct the original speech signal, the inverse of the steps applied at the transmitter is
performed. To extract the encrypted message from the received signal, the receiver must have the initial random
number code used at the transmitter and the code alteration key, which are the secret keys between the sender and
receiver. During decryption, the receiver must know the number of wavelet decomposition levels, the specific level
of substitution, and the substitution locations of the guest data string, which are also the secret keys between the
sender and receiver.

4. EXPERIMENTS AND EVALUATION OF THE PROPOSED METHOD

To conduct experiments and evaluate the proposed method, we first tested the encryption phase. For this purpose,
we used 10 diverse audio files. Each file was encrypted, decrypted without steganography, reconstructed, and stored.
To evaluate this phase, we employed an auditory quality criterion by subjecting the original, encrypted, and
reconstructed audio signals to a listening test by several individuals. The results consistently indicated that the
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encrypted signal was incomprehensible, while the reconstructed signal was understandable and completely similar
to the original signal. Figures 3 and 4 illustrate an example of the speech signal.

Figure 3 shows the time-domain plots of the original speech signal, the encrypted signal at the transmitter, and
the reconstructed signal at the receiver. It can be observed that the time-domain plots of the original and reconstructed
speech signals are identical, whereas the encrypted speech signal bears no resemblance to the original signal.

Figure 4 displays the spectra of the original speech signal, the encrypted signal at the transmitter, and the
reconstructed signal at the receiver. The figure shows that the spectrum of the encrypted speech signal is scrambled,
making it difficult to deduce the encryption method.

For steganography, we embedded the speech signal into the host signal with varying storage capacities and
measured the transparency of the resulting signal by calculating the signal-to-noise ratio (SNR) using Equation 2.

2
SNR =10 log,, Z“X (n)

> [x(n)-y(n)] @

In this equation, x(n) represents the host speech string, and y(n) represents the final speech string containing both
guest and host information. Table 1 shows the SNR results for different storage capacities. It is evident that as storage
capacity decreases, the SNR increases.

Table 1. Signal-to-Noise Ratio Based on Storage Capacity

SNR Capacity Percentage
9.9598 41.4063
10.7923 35.1563
11.1950 29.6875
12.3507 23.4375
15.6174 11.7188

. an4
Fig.3. Time-domain plots of the original speech signal, the encrypted signal, and the reconstructed signal at the receiver

without steganography
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Fig.5. Time-domain plots of the host speech signal and the steganographically embedded speech signal at the transmitter
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Fig.6. Time-domain plots of the original speech signal at the transmitter and the reconstructed speech signal at the receiver

Figure 5 shows the time-domain plots of the host speech signal and the steganographically embedded speech
signal at the transmitter. It can be observed that the time-domain plots of the host and the embedded speech signals
are identical. Auditory tests conducted with listeners of various ages indicated that the listeners could not distinguish
the host speech signal from the steganographically embedded speech signal.

Figure 6 shows the time-domain plots of the original speech signal at the transmitter and the reconstructed speech
signal at the receiver, demonstrating that these signals are identical. Auditory tests at this stage revealed that listeners
could not distinguish the original speech from the reconstructed speech.

5. CONCLUSION

In this paper, to enhance the security of speech signal transmission, we proposed and implemented a hybrid system
of cryptography and steganography. In the encryption phase, we utilized the discrete cosine transform (DCT) and
added random numbers to the transform coefficients. Based on a sequence of random numbers derived from a logistic
chaotic system, we scrambled the initial time-domain samples, the transform coefficients, and the time-domain
samples from the inverse transform to construct the encrypted signal. The sequence of random numbers was
periodically altered according to a specific key to increase the signal's security, complicating the discovery of the
encryption method and making the reversal of steps difficult. In the steganography phase, we embedded the
encrypted speech signal into the low-value coefficients of the host speech signal's discrete wavelet transform (DWT)
and constructed the steganographic signal using the inverse wavelet transform. To evaluate the encryption and
steganography methods, we employed both qualitative and quantitative criteria. The results indicated high levels of
the applied criteria for the proposed hybrid method. The encryption complexity and the use of multiple secret keys
between the sender and receiver constitute the innovation of this research. For future work, examining the effects of
noise and various unauthorized receiver attacks on the proposed method is recommended.

Transparency Statement

The data supporting this study are available upon reasonable request to the corresponding author, subject to ethical
and confidentiality considerations.
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